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internal penetration testing at least once a year and after any

significant infrastructure or application upgrade or modification
(such as an operating system upgrade, a sub-network added to
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A2 Injection Flaws T A1-Injection

A1-Cross Site Scripting (XSS) l A2 —Cross Site Scripting (XSS)

A7 —Brok icati d Session TAS—Broken ion and Session

A4-Insecure Direct Object Reference = A4-Insecure Direct Object References

AS—Cross Site Request Forgery (CSRF) = A5—Cross Site Request Forgery (CSRF)

<was T102004 A10— Insecure Configuration e = —
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A8—Insecure CryptographicStorage 1 A7—Insecure CryptographicStorage

A10—Failure to Restrict URL Access 1r A8 —Failure to Restrict URL Access
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<notinT102007> -+ A10-Unvalidated Redirectsand Forwards (NEW)

‘A3 —Malicious File Execution = <dropped from T10 2010>
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