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WA E
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SFR-enforcing: i JEINEE .

SFR-supporting: B K FEAE RGBT N
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FMRIESFRH)

» Redhat Linux

7ERedhat LinuxiffE RGeH, 85O W AZ SEI 22 4 AT
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FESEM 2 T)Re, (BT RES 23U M I 22 DR k%, B,
TUER T 22 AT 1) B4 KB By SFR-supporting #73,  AiZH
WAFTER A SCILSFR AR TR (11, D00 2 SR mE i 4 380
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BB O 4 1 2 AT ThRE 2 R

2.3 RELThREEO (TSFI: TOE Security

Functionality Inferface)

TEF= M DI RE VIR, VA R T A TSFI H M S
Tri, RAEENTSFIFTE ZHUHiE, Jf HEX SR TSFIK I
Ft 5 B K ZhRE K &Il 43 8 SFR-enforcing TSFI. SFR-supporting
TSFIZ{SFR-non-interfering TSFI. R LALinux #E R G5 05k
BE 9 BIR AT B

> Linux#AE R 5

SFR-enforcing TSFI: R4t H (open, msget) , B H Iy
417 (passwd, login) , FCE X (/etc/passwd, /etc/shadow) .

SFR-supporting TSFI: JEHAT TSFI IR G
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1, AR BAER B A Be AT B SO AR, T 251 o] DAZEATE
R, SR AT ARG ORI A P RE S 20 P 1 2 BU%
(5 o
3 HifiE

CC B2 f5e A T A 23 DA (P TH] [ 72 Al PR S22 A VR A
E, E O L2 ME KA AR RN E CWE R R
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M R RS, A
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s EHINM AR RIEX

2 FiT R 22 1) ELIBE R B I BYS 2Kk se B, 445 ELE
W ()T TEORE FEAS W™ Jig , JEFR B web2.0 B (4l Blog . twitter
) PRI A RN K, LR P BT TR A 3 A3 R R
SR, AT JB0) TELI IR I FH A1 T s 5 R 22 1 22 4 Wl i, T

THERR.

Hacking

Social 11% /1%

50% / 89%

Misuse 7% 07 1%

Error | <1%/<1%

Environmental | 0% /0%

M EBRE, BEded G987 KRR, ik F BRI
ot () B AT BOEEAT S M Ja AL, A P 4% ) 3 TR PR o A 25 T B
BRI 55 5o BARIT B s

Exploitation of backdoor or
command/control channel

Exploitation of default or
guessable credentials

Brute force and dictionary attacks
Footprinting and Fingerprinting

Use of stolen lagin credentials

S0L Injection

Exploitation of insu Fﬁcient.authe_l'.l.l?cati.c.ll.'l
Abuse of functionality

Buffer averflow

Explai taticn.?'.[ in.s.Hf.ﬁdEnt. aut hc!lizafi?.n

Cross-site scripting

3% 01/ 45%

67% () 30%

52% (1 f 34%

495 11/ 19%

21%/21%

14% 1 f 24%

10% /21%

10% / 19%

9%/ 15%

1%/ 4%

1%/ <1%

AR A IR 2 (1% A vt DA ROIN I FBL, W LAE R E 2 42
KB AT S N AR R R B 22 A T, (D@ R R T BRI K %2 42 )
AL, DA 5 AL Shor R ke, B ER IR S Ol . SE DA™ EL A,
Wit TLIR R0 A B 2 FAME IR - e AT DA B s R R 2 M A48 2k
AR

ML R BEAN A i A W R R A 77 A % 4 99 mU RISk AR T
2P SEBLRT B, RO TF A e o Sty AAARAS g e 7 FHT AR
S 2 Ak e 7 A ROHeRE 22 T KK 7 iR AN S B SERITT &
R RS EA RO SEIL, B R AT AR MRA L3R TR
iR giEee S C AN R L T8 SN AP b s A E N AL
/M
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B 75 2 A IF R A O Bk S A bR e ChniE A VR A 1 T
Common Criteria, PCI PA-DSS %§) L4k, & HIRZ A1 tE
W KET L& RIAIF 7 H, W OWASP (open web
application security project) 2k, ) SDL #fF A di fi 11t
%, CERT ] secure Coding %44 iyui%s%. OWASP 1%
R MNIHREBH, AIERRFRRE B8 H A 22 47 T 5 4 4%
No HHT, ZIH LT web MH P2 H A2 LI5S, H
B THNER S it WA T RZEZ AT, X5 T MRA
R FH ) 2 A I A AR SR SE A . 32 EEARILAE

1. SE35 N FF R AR i I 22 4 2

OWASP fir #& fit (1 #8 T % X #% , W “development
guide”,“code review guide”,“testing guide”4%, X & HAK [R5 4
XTI AGE R . AR B R AR AN A DU AR P AT S T A
Wz thfe i 7 BARRITE S, AR T SO B AT A A A i
PR 22 Ak

F4h,top 10 T H S 4h T 24 ET H 0 web S B, cheat
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